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Cisco and LTIMindtree Expand Partnership to Deliver Next-Generation
Secure Access Globally
News Summary:

«  LTIMindtree will leverage Cisco Secure Access as its new security service edge (SSE) solution to
protect its 80,000 hybrid workers with secure intemet access, advanced zero trust network access
and embedded Al

Extending its networking partnership with Cisco, LTIMindtree now offers next-generation SSE to its
global clients via Gisco Secure Access.

Clients can work jointly with both companies to adopt a broad set of cloud security functions in a
single, easy-to-use dashboard with Cisco Secure Access.

CISCO LIVE, Melbourne, Nov. 13, 2024 — Cisco (NASDAQ: CSCO), the leader in enterprise networking and
security, announced that LTIMij g rvice edge (SSE)
solution to en: id work i forits and worldwide.

“With Gisco’s zero trust approach and embedded Al it was an easy decision to replace our long-standing
SSE solution with Cisco Secure Access,” said Nachiket Deshpande, Chief Operating Of ficer & Whole-
time Director, LTIMindtree. “We were able to quickly deploy the solution, and it now protects our hybrid
workiorce while delivering a better user and simplified IT 1t

Gisco and LTIMindtree have also extended their partnership to deliver integrated Secure Access Service Edge
(SASE) solutions based on Cisco technology to LTIMindtree’s global client base. LTIMindtree’s expertise in
tailoring solutions to the specific vertical requirements is the perfect complement to Cisco’s technology,
including Cisco Secure Access and SD-WAN, d forboth
remote and in-office workers.

“Great workplaces require great security. With Al-powered threats rising, we are combating sophisticated
attackers across a more expansive landscape. Our customers need their security to operate in
the background, at machine scale to make the experience seamless and secure for hybrid workers,” said
Jeetu Patel, Executive Vice President and Chief Product Officer, Cisco. “LTIMindtree’s rapid
deployment of Secure Access s a great testament to Cisco’s platform strategy and differentiation. Together
With our partners, we are changing what user protection means for a modern workplace.”

With Ci ess, decisions about how Users connect to

viaa unified agent, so users get to what they want ickly. With | i dtransp
identity-based authentication, users are more secure with less hassle. For IT organizations, Cisco Secure
Access provides an easy pathway to zero trust and zero trust network access (ZTNA), while also simplifying
operations with a unified console and Al-guidance. Secure Access is part of the Cisco Security Cloud, its
unified, Al-driven, cross-domain security platiorm.

To lear more, visit cisco.com/go/security.

Additional Resources:
« Introducing Cisco Secure Access

About Cisco

Cisco (NASDAQ: CSCO) is the worldwide technology leader that securely connects everything to make
anything possible. Our purpose is to power an inclusive future for all by helping our customers reimagine their
applications, power hybrid work, secure their enterprise, transform their infrastructure, and meet their
sustainability goals. Discover more onThe Newsroomand folow us on X at@Cisco.
Cisco and the Gisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and

can be found at
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other countries. A listing of Cisco's

a partnership relationship between Cisco and any other company.

About LTIMindtree

LTIMindtree is a glabal technalogy consulting and digital solutions company that enables enterprises across
industries to reimagine business models, accelerate innovation, and maximize growth by harnessing digital
partner to more than 700 clients, LTIMindtree brings extensive
domain and technology expertise to help drive superior competitive differentiation, customer experiences,
and business outcomes in a converging world. Powered by 84,000+ talented and entrepreneurial
professionals across more than 30 countries, LTIMindtree — a Larsen & Toubro Group company — solves the
most complex business challenges and delivers transformation at scale. For more information, please

As a digital

visit https://www.ltimindtree.com/.
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LTIMindtree s ighal sokions.

Cisco Secure Access.

locations across 40+ countries

u LTIMindtree relied on a point Security Service Edge (SSE)
solution for a decade - but it was time for a change. Siow
patchy protection, and limited visibility made it
With 84,000+ difficuit with threats. Challenges
countries, the $4 billion company leverages domain included:

+ IT Complexity: Managing multiple hardware appliances
and disparate security tools led to increased complexity
and inefficiencies in IT operations.

and

With 84,000+ empioyees handiing sensitive customer and
business data, global consulting firm LTIMindtree faces the
enormous task of balancing risk mitigation with operational
efficiency. To strengthen its security posture and optimize
efficiency, the company sought to fortify user and data
protection by introducing granular controls to enforce zero
trust principles while streamiining the user experience.

+ Lack of Integration: The previous solution was a point
security product that lacked seamiess integration with
LTiMindtree's diverse network infrastructure, creating
management inefficiencies.

User Frustration: Employees faced siow network
performance, inconsistent app access, and cumbersome
security processes, resulting in a high volume of support

LTIMindtree set out to do more than just check the box on
tickets.

security tools - they wanted real, holistic protection for both
their people and their data. "Attackers aren't just going after
systems anymore~ they're coming in through people,” said
Chandan Pani, Chief Information Security Officer at LTIMindtree.
“That's why we needed a true zero trust approach - one that
verifies every user, every device, every time. No assumptions,
o shortcuts. It's how we reduce risk, Stop threats from
spreading, and stay secure in a hybrid work world."

Security Gaps: VPN solutions provided overly broad
access to resources, lacked granular control, and made
private applications vulnerable 1o unauthorized access.

Limited Zero Trust Capabilities: The prior solution lacked
the defense and depth required to addresses multple zero
trust principles.

“We made the move to Cisco Secure Access because
it's built for today’s challenges. It brings Al-powered

security that actually works with our existing network-
and it keeps evolving. Cisco's pace of innovation gave
us confidence we were investing in the future, not just
another tool.”

~ Chandan Pani,
Chief Information Security Officer, LTIMindiree

Choosing a Unified, Scalable, and
Integrated Platform Powered by Al

LTiMindtree chose Cisco Secure Access, replacing four of
their existing security solutions with the single Cisco solution.
Cisco Secure Access offered the company unified secure
internet access, advanced zero trust network access, and
infused Al capabilties to protect their hybrid workforce while
deiivering greater efficiency for the security teams. The
scalable and integrated platform provides a single cloud-
managed console, unified client, and seamless connectivity
for users, enabling secure access to modern and legacy
applications

“We made the move to Cisco Secure Access because it's
built for today’s challenges,” said Pani. It brings Al-powered
securty that actually works with our existing network - and it
keeps evolving. Cisca's pace of innovation gave us confidence
we were investing in the future, not just anather tool.”
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A Rapid, Seamless, and Successful
Deployment

LTiMindtree quickly and seamlessly integrated Secure
Access with their IT infrastructure. Pani was impressed by
the efficiency and stabiiity of the deployment, noting that
they replaced their existing solution and fully deployed
Secure Access across 84,000+ employees in less than 90
days— without business disruption. He appreciated the unified
solution’s ease of use and speed, noting that Al components
have significantly accelerated onboarding and policy roliout.

Elements of the successful implementation included:

Unified Platform Implementation: A single client replaced
multiple agents, simpiitying user onboarding and ensuring
seamless access to resources. A unified, cloud-managed
console simplified policy creation and management,
reducing IT complexy.

Zero Trust Enablement: Granular zero trust network
access policies enhanced security by granting users
access to authorized resources based on their identity and
device posture.

+ Protocol and Performance Optimization: Modern
protocols ke MASQUE and QUIC were implemented to
enhance network performance, reduce latency, and deliver
a consistent user experience across legacy and modern
applications.

Integration with Existing Systems: The solution
seamlessly integrated with LTIMindtree’s existing network
and IT infrastructure, including cloud-based and on-
‘premises applications. Cisco's advanced Al-driven
insights and Digital Experience Monitoring (DEM) ensured
continuous performance and security visibility.
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3. Ashortvideo on Cisco's Video Portal — Success Stories - highlights how
LTIMindtree is securing its remote workforce

4. Cisco SSE Project 95% user transition mailer from IT Head

@) LTIMindtree (Gr) Entorprise Technology

A Huge Thank You to Our Team!

Dear All

| wanted to take & moment to share an exciting upéate on our strategic initiative:
the rolloutof the Cisco Security Service Edge (SSE)! -

ty July 2410 Zscaler 10 Cisco SSE. | am happy.
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5. Delivery Feedback

Sagar Ashol Chalwate

Sagar Ashok Chakwiate
29 August 2025 02:06

Ravindra Baekai

RE: Follow up 7: J& Cloud PC Issue - Escalation mail

From: Harsha Sai Bachu <Harshasal Bachu@ltimindtree.com>
Sent: 12 September 2024 22:25

To: Sagar Ashok Chakwate <Sagar Chakwate@Htimindtree. com>
Subject: Re: Follow up 7: 18 Cloud PC Issue - Escalation mail

Hi Sagar,

Sure please find the answer in green below,

Should | assume that lerand|

. Software Engineer
& (mmindtree

LTWWindtree Metro STPI

Lumbini Avenue, Rai Dure, Telangana 500081|HYDIindial

Mob: 491 7851880671

Lorsen & Touoro
Group Company.

: Sag
Sent: Thursday, September 12, 2024 1:11PM

To: Harsha Sai Bachu <HarshaSal Bachu@ltimindree com>
Subject: Fud: Follow up 7: 18 Cloud PC Issue - Escalation mail

* Wesuspect that, When ZSuatar disabled we dorit ip were ood, tGisuo
Proxy. Hi Harsha,
Could you query, | wrote to
Also, how has been the experience of users whom we migrated to Gisco Proxy?
Regards,
. than before. en Soear
Get Qutlaak for Android

Thanks & Regards,

Harsha Sai Bachu,

From: Sagar Ashok Chakwate
Sent: Thursday, September 12, 2024 12:22:00 PM

To: Tapas Mohanty <Tapas Mohanty@itimindiree com>
Subject: FW. Follow up 7: 18 Cloud PC Issue - Escalation mail



